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c. Destruction of or tampering with evi-
dence. 

d. Intimidation of potential witnesses. 
e. Otherwise seriously jeopardizing an in-

vestigation or official proceeding or unduly 
delaying a trial or ongoing official pro-
ceeding to the same degree as the cir-
cumstances in paragraphs A.2.a. through 
A.2.d. of this appendix. 

B. When a delay of notice is appropriate, 
legal counsel shall be consulted to obtain 
such a delay. Application for delays of notice 
shall be made with reasonable specificity. 

C. Upon the expiration of a delay of notifi-
cation obtained under paragraph A. of this 
appendix for a search warrant, the law en-
forcement office obtaining such records shall 
mail to the customer a copy of the search 
warrant, along with the following notice: 

‘‘Records or information concerning your 
transactions held by the financial institu-
tion named in the attached search warrant 
were obtained by this [agency or depart-
ment] on [date]. 

Notification was delayed beyond the statu-
tory 180-day delay period pursuant to a de-
termination by the court that such notice 
would seriously jeopardize an investigation 
concerning [state with reasonable speci-
ficity]. You may have rights under the Right 
to Financial Privacy Act of 1978.’’ 

D. Upon the expiration of all other delays 
of notification obtained under paragraph A. 
of this appendix, the customer shall be 
served with or mailed a copy of the legal 
process or formal request, together with the 
following notice which shall state with rea-
sonable specificity the nature of the law en-
forcement inquiry. 

‘‘Records or information concerning your 
transactions which are held by the financial 
institution named in the attached process or 
request were supplied to or requested by the 
Government authority named in the process 
or request on (date). Notification was with-
held pursuant to a determination by the 
(title of the court ordering the delay) under 
the Right to Financial Privacy Act of 1978 
that such notice might (state the reason). 
The purpose of the investigation or official 
proceeding was (state the purpose).’’ 

APPENDIX I TO PART 275—FORMAT FOR 
OBTAINING BASIC IDENTIFYING AC-
COUNT INFORMATION 

[Official Letterhead] 
[Date] 
Mr./Mrs. XXXXXXXXXX 
Chief Teller [as appropriate] 
First National Bank 
Anywhere, VA 00000–0000 
Dear Mr./Mrs. XXXXXXXXXX 

In connection with a legitimate law en-
forcement inquiry and pursuant to section 
3413(g) of the Right to Financial Privacy Act 

of 1978, 12 U.S.C. 3401 et. seq., you are re-
quested to provide the following account in-
formation: 

[Name, address, account number, and type 
of account of any customer or ascertainable 
group of customers associated with a finan-
cial transaction or class of financial trans-
actions. 

I hereby certify, pursuant to section 3403(b) 
of the Right of Financial Privacy Act of 1978, 
that the provisions of the Act have been 
complied with as to this request for account 
information. 

Under section 3417(c) of the Act, good faith 
reliance upon this certification relieves your 
institution and its employees and agents of 
any possible liability to the customer in con-
nection with the disclosure of the requested 
financial records. 

[Official Signature Block] 

APPENDIX J TO PART 275—FORMAT FOR 
CUSTOMER AUTHORIZATION 

Pursuant to section 3404(a) of the Right to 
Financial Privacy Act of 1978, I, [Name of 
customer], having read the explanation of 
my rights on the reverse side, hereby author-
ize the [Name and address of financial insti-
tution] to disclose these financial records: 
[List the particular financial records] to 
[DoD Component] for the following pur-
pose(s): [Specify the purpose(s)]. 

I understand that the authorization may 
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid 
for no more than three months from the date 
of my signature. 

Signature: llllllllllllllllll

Date: llllllllllllllllllll

[Typed name] 
[Mailing address of customer] 

STATEMENT OF CUSTOMER RIGHTS UNDER THE 
RIGHT TO FINANCIAL PRIVACY ACT OF 1978 

Federal law protects the privacy of your fi-
nancial records. Before banks, savings and 
loan associations, credit unions, credit card 
issuers, or other financial institutions may 
give financial information about you to a 
Federal Agency, certain procedures must be 
followed. 

AUTHORIZATION TO ACCESS FINANCIAL 
RECORDS 

You may be asked to authorize the finan-
cial institution to make your financial 
records available to the Government. You 
may withhold your authorization, and your 
authorization is not required as a condition 
of doing business with any financial institu-
tion. If you provide authorization, it can be 
revoked in writing at any time before your 
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records are disclosed. Furthermore, any au-
thorization you provide is effective for only 
three months, and your financial institution 
must keep a record of the instances in which 
it discloses your financial information. 

WITHOUT YOUR AUTHORIZATION 

Without your authorization, a Federal 
Agency that wants to see your financial 
records may do so ordinarily only by means 
of a lawful administrative subpoena or sum-
mons, search warrant, judicial subpoena, or 
formal written request for that purpose. 
Generally, the Federal Agency must give you 
advance notice of its request for your records 
explaining why the information is being 
sought and telling you how to object in 
court. 

The Federal Agency must also send you 
copies of court documents to be prepared by 
you with instructions for filling them out. 
While these procedures will be kept as sim-
ple as possible, you may want to consult an 
attorney before making a challenge to a Fed-
eral Agency’s request. 

EXCEPTIONS 

In some circumstances, a Federal Agency 
may obtain financial information about you 
without advance notice or your authoriza-
tion. In most of these cases, the Federal 
Agency will be required to go to court for 
permission to obtain your records without 
giving you notice beforehand. In these in-
stances, the court will make the Government 
show that its investigation and request for 
your records are proper. When the reason for 
the delay of notice no longer exists, you will 
be notified that your records were obtained. 

TRANSFER OF INFORMATION 

Generally, a Federal Agency that obtains 
your financial records is prohibited from 
transferring them to another Federal Agency 
unless it certifies in writing that the trans-
fer is proper and sends a notice to you that 
your records have been sent to another 
Agency. 

PENALTIES 

If the Federal Agency or financial institu-
tion violates the Right to Financial Privacy 
Act, you may sue for damages or seek com-
pliance with the law. If you win, you may be 
repaid your attorney’s fee and costs. 

ADDITIONAL INFORMATION 

If you have any questions about your 
rights under this law, or about how to con-
sent to release your financial records, please 
call the official whose name and telephone 
number appears below: 
llllllllllllllllllllllll

(Last Name, First name, Middle Initial) 
Title 

(Area Code) (Telephone number) 
llllllllllllllllllllllll

(Component activity, Local Mailing Address) 

APPENDIX K TO PART 275—FORMAT FOR 
FORMAL WRITTEN REQUEST 

[Official Letterhead] 
Mr./Mrs. XXXXXXXXXX 
President (as appropriate) 
City National Bank and Trust Company 
Anytown, VA 00000–0000 
Dear Mr./Mrs. XXXXXXXXX 

In connection with a legitimate law en-
forcement inquiry and pursuant to section 
3402(5) and section 3408 of the Right to Finan-
cial Privacy Act of 1978, 12 U.S.C. 3401 et. 
seq., and [cite Component’s implementation 
of this Part], you are requested to provide 
the following account information per-
taining to the subject: 
[Describe the specific records to be exam-
ined] 

The [DoD Component] is without authority 
to issue an administrative summons or sub-
poena for access to these financial records 
which are required for [Describe the nature 
or purpose of the inquiry]. 

A copy of this request was [personally 
served upon or mailed to the subject on 
[date] who has [10 or 14] days in which to 
challenge this request by filing an applica-
tion in an appropriate United States District 
Court if the subject desires to do so. 

Upon the expiration of the above men-
tioned time period and absent any filing or 
challenge by the subject, you will be fur-
nished a certification certifying in writing 
that the applicable provisions of the Act 
have been complied with prior to obtaining 
the requested records. Upon your receipt of a 
Certificate of Compliance with the Right to 
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject 
in connection with the disclosure of the re-
quested financial records. 
[Official Signature Block] 

APPENDIX L TO PART 275—FORMAT FOR 
CUSTOMER NOTICE FOR ADMINISTRA-
TIVE OR JUDICIAL SUBPOENA OR FOR 
A FORMAL WRITTEN REQUEST 

[Official Letterhead] 
[Date] 
Mr./Ms. XXXXX X. XXXX 
1500 N. Main Street 
Anytown, VA 00000–0000 
Dear Mr./Ms. XXXX: 

Information or records concerning your 
transactions held by the financial institu-
tion named in the attached [administrative 
subpoena or summons] [judicial subpoena] 
[request] are being sought by the [Agency/ 
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